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Risk and Opportunity

• The Issues and Evolution
– The Understanding/definitions of risk
– The Gap
– Fast Changing Market 
– The Data

• The Slovenian insurance market 
– Cyber risk supervision (since 2015)
– Slovenian insurance companies

• Survey (spring 2018)



THE ISSUES
Global Perspective



OECD: Enhancing the Role of 
Insurance in Cyber Risk Management

Insurance sector can influence the management of cyber risk and should 
be an essential part of the government’s strategy for addressing it.

The regulatory framework can increase the level of information made 
available to reduce uncertainty and enable better underwriting.

Lack of data is impediment to the risk management and transfer: develop 
common taxonomy, common incident reporting.

Insurers and intermediaries should be clear about the available coverage: 
develop common approach.

Government policies should address the financial impacts of the cat cyber 
events: accumulation.



OECD: Cyber Incidents



OECD: Potential Cover



EIOPA

… clear need for a deeper understanding of cyber risk, both on the supply and demand side, in order 
for European insurance industry to develop further… 

… coverage is mainly focused on commercial business… 

… gradual increase in the demand for cyber insurance, driven by new regulations, increased awareness
of risks and by a higher frequency of cyber events… 

Qualitative models are used for pricing, risk exposures and risk accumulations due to lack of data…

Non-affirmative exposures are identified as a key concern regarding the proper estimation of 
accumulation of risks.

Lack of specialised underwriters, data and quantitative tools key obstacles to the development of the 
industry and the provision of proper coverage to the economy.

Moderate regulation welcomed by the industry...



IAIS Draft Application Paper on 
Supervision of Insurer Cybersecurity

• In January 2018, the World Economic Forum 
noted that: “Cybersecurity risks are growing, 
both in their prevalence and in their 
disruptive potential, accompanied by rising 
financial impact.” 

• Insurers, both as underwriters of cyber 
insurance, and as participants in the financial 
sector, are not immune to either the 
disruptive potential or the financial impact of 
cybersecurity incidents.



Common Terminology

• FSB reported in March 2018, based on its 
recommendation and in response to a 
suggestion from the G20 Finance Ministers and 
Central Bank Governors, an FSB working group 
expects to finalize a “cyber lexicon” for 
delivery at the November 2018 Buenos Aires 
G20 Summit.



THE EVOLUTION
Past, Present & Future



Cyber Loss Insurance

Denial of Cover

Treated as Single Risk

Modifications (limits, exclusions)

New policy/line of business

New dimension: cyber world of risk



Cyber-Physical Market

Regulatory measures are so far about
• Privacy protection
• Data management

Gap between cyber security and cyber insurance
• Insurability?

Standardisation is critical
• Market development (completeness of cover, comparison)
• Data collection
• Regulation (promote CRM, cross border business)



Physical and Cyber Risk
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SURVEY RESULTS
Slovenian Market



Survey Topics

GOVERNANCE 
& 

LEADERSHIP
IDENTIFY PROTECT 

DETECT RESPOND & 
RECOVER OTHER
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Governance & Leadership

1. How often does the managing board get the 
information about the cyber risk? 

More than monthly. 0

Monthly to annually. 8

When necessary. 7



Governance & Leadership

2. Who prepared a cyber security strategy for 
your insurance undertaking? 

Third party. 5

Our employees. 2

We do not have a cyber 
security strategy.  

8



Governance & Leadership

3. Has your cyber security strategy been 
approved by the board? 

Yes.  1

No, but it is being 
submitted for approval 
within 6 months. 

2

No. 12



Governance & Leadership

4. Do senior executives understand their roles 
and responsibilities? 

Yes , and their 
understanding has been 
validated.  

3

They have been informed 
and understanding is 
assumed. 

11

No. 1



Governance & Leadership

5. Have cyber security roles within the 
organization been aligned to the strategy? 

Yes.  1

No, but this is in progress 
and will be aligned within 6 
months. 

6

No, it is assumed existing 
cyber security roles are 
sufficient. 

8



Identify

6. Are effective risk management practices in 
place to address cyber security risks? 

Yes, and these are well 
documented and understood.  

5

Not specifically, but existing 
operational risk practices have 
been deemed appropriate.  

9

No, it is assumed that existing 
practices are sufficient. 

1



Identify

7. For whichever response to Q6, do you 
measure the effectiveness of the 
implementation of these practices? 

Yes, and effectiveness is 
regularly included in MI 
reporting.  

7

Yes, it is measured, but not 
reported or challenged. 

1

No, it is assumed that they are 
implemented effectively. 

7



Identify

8. Do you have a process to identify your 
critical internal functions?
(Please describe this process, include how critical internal functions are defined?)

Yes, and this is annually 
verified. 

0

Yes, this activity has been 
undertaken but it is not 
considered a routine, 
repeatable. process  

8

No. 7



Identify

9. Has all IT supporting the delivery of  critical 
internal functions and processes been 
identified? 

Yes, and this is annually 
verified.  

7

Yes, this activity was undertaken 
but has not been repeated 
recently. 

4

No, all IT is considered critical. 4



Identify

10. Are hardware and software vulnerabilities 
identified, documented and remediated? 

Yes, and there is an established 
process for prioritisation of 
critical vulnerabilities. 

6

Yes.  7

No, vulnerabilities are 
remediated on an ad-hoc basis. 

2



Protect

11. Are effective physical access controls 
implemented, maintained and monitored across 
your organisation's facilities?

Yes, and these are reviewed on 
an regular basis. 

11

Yes, there are controls in place, 
but there is no routine review 
process.  

3

There are some, but I can not be 
sure that they are implemented 
across the organisation, or No. 

1



Protect

12. Are effective remote access controls 
implemented, maintained and monitored across 
your organisation's facilities?

Yes, and these are reviewed on 
an regular basis. 

8

Yes, there are controls in place, 
but there is no routine review 
process.  

6

There are some, but I can not be 
sure that they are implemented 
across the organisation, or No. 

1



Protect

13. Are effective privileged user access rights 
implemented, maintained and monitored across 
your organisation's facilities?

Yes, and these are reviewed on 
an regular basis. 

8

Yes, there are controls in place, 
but there is no routine review 
process.  

6

There are some, but I can not be 
sure that they are implemented 
across the organisation, or No. 

1



Protect

14. Can your employees access business data 
with their private phones or laptops?

No. 6

Some of them. 9

Yes. We do not have any 
restrictions. 

0



Protect

15. Can your employees install software to 
their work computer?

No. 12

Some of them. 2

Yes. We do not have any 
restrictions. 

1



Protect

16. Are all staff provided with cyber security 
training?

Yes, and MI is collected on 
completion of training. 

7

Yes, training is made available to 
all staff, no MI is collected. 

2

No, training is ad-hoc. 6



Protect

17. Is additional training provided to higher risk 
staff?

Yes, and MI registering 
completion of training is 
maintained. 

2

Yes, training is made available to 
all staff, no completion MI is  
maintained. 

4

No, they only receive the same 
training as per the response to 
14. 

9



Protect

18. Which option best describes your data loss 
prevention strategy?

Full and documented strategy 
and process. 

9

Partial, and aligned to critical 
systems and data only. 

3

None in place. 3



Protect

19. Which option best describes how data is 
stored?

All data is encrypted at rest. 0

All data considered critical is 
encrypted at rest. 

2

No data is encrypted at rest. 13



Protect

20. Which option best describes your data back-
up process?
(Describe how frequently you undertake back ups and also describe how you test 
the data to ensure that the back ups are fit-for-purpose.)

All data is backed up, multiple 
formats. 

13

Critical data is backed up, 
multiple formats. 

2

Some data is backed up, single 
format. 

0



Protect

21. How frequently you undertake back ups?
(Describe how you test the data to ensure that the back ups are 
fit-for-purpose.)

Daily. 14

Weekly. 1

Monthly or less than monthly. 0



Detect

22. Have you produced and maintained a 
baseline of your normal network operations and 
expected data flows?

Yes, and this is annually 
reviewed and verified. 

9

Yes, we undertook this process 
but a review has not taken place. 

2

No. 4



Detect

23. Which option best describes your network 
detection and monitoring processes and 
controls?

All events are analysed 
(automated and manual) to 
attribute attacker, methodology 
and potential impacts to critical 
functions and processes.  

7

An automated system highlights 
anomalies but little analysis is 
undertaken.  

2

No capability to analyse network 
anomalies. 

6



Detect

24. Do you perform regular vulnerability 
scanning?

Yes, we have an on-going rolling 
programme, agreed at board (or 
senior executives) level.

2

Yes, there is a regular periodic 
programme in place. 

6

No, vulnerability scanning is 
performed on an ad-hoc basis. 

7



Detect

25. Do you perform regular penetration testing?

Yes, we have an on-going rolling 
programme, agreed at board (or 
senior executives) level.

2

Yes, there is a regular periodic 
programme in place.

5

No, penetration testing is 
conducted on an ad-hoc basis.

8



Detect

26. Describe how frequently you undertake 
vulnerability scanning and penetration testing 
and ensure that both are effective. 

More than monthly. 2

Between annually to monthly. 10

Not at all. 3



Respond & Recover

27. Are thresholds (aligned to impacts) set for 
events and incidents to determine appropriate 
response? 

Yes and these have been 
approved by Board and 
supporting IT functions. 

6

Yes and these have been 
approved by supporting IT 
functions. 

3

No formal thresholds, we 
respond on an ad-hoc basis. 

6



Respond & Recover

28. Do you buy cyber insurance? 

Yes, we buy cyber-specific 
insurance. 

0

Yes, this is included within our 
general property and liability 
insurances. 

0

No. 15



Respond & Recover

29. Do you have a documented and regularly tested 
response plan (business continuity, disaster recovery 
and/or cyber incident response)? 

Yes. We have separate cyber incident response, disaster 
recovery and business continuity plans forming a recovery 
framework. The effectiveness of this framework has been 
tested in the last 12 months. 

4

Yes. We have separate cyber incident response, disaster 
recovery and business continuity plans. These have been 
tested separately within the last 12 months and it is 
assumed that they can work collectively. 

9

Existing business continuity plans are considered sufficient, 
but these have not been tested against a cyber incident. 

2



Respond & Recover

30. Describe your data breach notification 
policy.

All critical breaches are to be 
reported to: law enforcement, 
customers and regulator. 

10

Critical breaches are reported 
internally only. 

2

No formal breach notification 
policy. 

3



Other

31. Are you using clouds?

No. 2

Yes. To a limited extent. 8

Yes. 5



Other

32. Did you have any serious problems with 
your IT system in a last 12 month?

No. 13

Yes. Once. 2

Yes. Several times. 0



Other

33. How long can your insurance undertaking 
operate without IT system before some serious 
financial damage is incurred?

Several days. 6

One day. 5

Less then one day. 4



Other

34. Have you already been a victim of a cyber 
attack?

No. 9

Yes. Once. 2

Yes. More than once. 4



Thank you!


